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Sto je ELK ?

Logstash Elasticsearch I(ibana
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Elasticsearch
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Sto je Elasticsearch? @ hroug

Document-oriented schema-free "database"

lzgradeno na Apache Lucene platformi
Omogucuje real-time pretrazivanje i analitiku
Full-text pretrazivanje

Horizontalno distribuiran

Visoka raspolozivost (klastering)

REST API

"Open Source (Apache 2)
distributed

RESTful

search engine

built on top of Lucene"
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Usporedba sa relacijskim bazama podataka @o. hroug

Oracle Elasticsearch

Database Index

Partition Shard

Table Type

Row Document

Column Field

Schema Mapping

Index - (sve se "indeksira")
SQL Query DSL
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Visoka raspoloZivost @0 hroug

NODE 1 - +* MASTER
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@ Node = instanca elasticsearch-a

@ Cluster =1 ili viSe node-ova koji imaju isto ime klastera

@ Svaki klaster ima 1 master node

@ Kilijenti mogu razgovarati sa bilo kojim node-om u k lasteru

@ 1 klaster moze imati neograniceni broj indeksa
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Indeksi i shardovi @o hroug

@ Svi podaci su pohranjeni u jednom ili viSe @ Shard je instanca Lucene-a
indeksa (eng. indexes)
@ Svaki shard moze imati O ili viSe replika
® Indeks se sastoji od jednog ili viSe shardova

(promjena broja shardova u indeksu

zahtjeva reindeksaciju podataka)

@ Indeks je mapa na disku
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Visoka raspolozivost — dodavanje node-ova

e NODE 1 - #* MASTER NODE 2
] | =)
| () () () () (=]
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L
@ Primjer:
P 3indeksa

C godidnja konferencijg

B Svakiindeks ima jedan primarni (P) shard i jednu rednu repliku (R) shard-a
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Visoka raspolozivost — dodajemo tre

¢i node

NODE 1 - #* MASTER

CLUSTER

NODE 2

NODE 3

@ ViSe primarnih shardova:
P Dbrze indeksiranje

P povecana skalabilnost

@ ViSe replika:
P Dbrze pretrazivanje podataka

® povecana raspolozivost
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@ gljmr!:?mrlenng

Dokumenti su bazirani na JSON-u
@ Shema nije obavezna
Ukoliko shema nije zadana:
P elasticsearch pogada tipove podataka...
P ...iindeksira sve podatke
@ Ukoliko eksplicitno definiramo shemu (eng. explicit mapping):
P Shema se odnosi na toéno odredeni tip dokumenta
® Shema definira za svako polje:
— tip (string, number, date...)
— dali se indeksira?

— da li se pohranjuje u indeks?
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Dokumenti... @o hroug

@ Svaki dokument ima ID

@ Moguce je definirati u koji shard se pohranjuje odredeni dokument (eng. routing)

@ Svaki dokument moze imati i verziju
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Indeksiranje @o. hroug

@ inverted index
Elasticsearch Server 1.0 (doc 1)
Mastering Elasticsearch (doc 2)
Apache Solr 4 Cookbook (doc 3)

1.0 1 <1>
4 1 <3>
apache 1 <3>
cookbook 1 <3>
elasticsearch 2 <1><2>
mastering 1 <2>
server 1 <1>
solr 1 <3>
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Primjer @o. hroug

godidnja konferencij

POST /blog/blog_comment?routing=1 GET /blog/_search
{ {
user_id" : 1, "took": 6,
"date" : "2015-04-01T13:12:12",
"comment"” : "What’s so cool about Elasticsearch?"

"timed_out": false,

} " shards": {
"total": 2,
"successful": 2,
"failed": ©
GET /blog/_mapping },
{ " " "hits": {
blog™: { "total": 1,

"mappings": {

"blog_comment": { "max_score": 1,

"properties": { "hits": [

"comment": { {

) "type": "string" " index": "blog",

3 n w, un 1]

"date": { _type": "blog_comment",
"type" . "date" R "_id" . "AUZhH9M9HW_GZI"F80LAj " 5
"format": "dateOptionalTime" " _score": 1,

}s " source": {

user_id": { "user_id": 1,

} type”: "long "date": "2015-04-01T13:12:12",

} "comment": "What’s so cool about Elasticsearch?"
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Mogu €énosti pretrazivanja dokumenata @0 hroug

@ Imamo sve standardne mogucnosti (sjetimo se WHERE klauzule u SQL-u)!

@ Tu je i full-text pretrazivanje sa podrskom za:
® highlighting
® stemming
P ngrams & edge-ngrams
@ Agregacije: term facets, date histograms, ranges
@ Geo pretrazivanje: bounding box, distance,distance ranges, polygons

@ Percolators (or reverse-search!)
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Primjer koristenja u PBZ-u @ hroug

prometi po raCunima gradana: 600M dokumenata, 200M/godini

routing po broju racuna

indeksiramo 30-40 tisu¢a dokumenata u sekundi

Oracle perfomanse smo mijerili u sekundama, elasticsearch u milisekundama (3500 upita/sek):

B pronadi zadnjih 100 prometa za zadani tekuci raun < 50 ms

B pronadi zadnjih 100 prometa za zadani tekuéi raun gdje opis placanja sadrzi odredene rijeci
<100ms

@ Performanse elasticsearch-a skoro pa ne variraju!
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PBZ ES arhitektura - idealno @ hroug
Cluster per datacenter DATA node 1
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PBZ ES arhitektura — kona €no rjeSenje @0 hroug
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Sto je logstash? @o. hroug

@ Zasebna komponenta koja omogucuje 3 osnovne operacije:
B Prikupljanje podataka (uglavnom logova, ali ne nuzno — recimo poruke sa JMS queue-ova)
P Transformacija podataka
P Prijenos podataka (u pravilu u elasticsearch, ali ne nuzno)

@ Jednostavna instalacija (unzip & run)

@ Jednostavna konfiguracija (1 JSON datoteka)

@ Lako pisanje dodatnih pluginova
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Kibana

Kibana
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@ elasticsearch korisni  €ko su €elje za pretrazivanje i vizualizaciju podataka
@ omogucuje izradu dashboard-ova, agregacija, dijeljenje prikaza
@ Kibana podrzava format index-a sa vremenskom komponentom (po satu, danu ...),
[events-]YYYY.MM.DD
@ podrzava dinamicki mapping (shemu podataka):
P prednosti: puno vec¢a moguénost pretrazivanja
P nedostatci: problem odrzavanja mappinga i performanse

@ vizualizacija: area chart, data table, line chart, markdown widget, metric, pie chart, tile map,

vertical bar chart
@ pretrazivanje postavljanjem upita:
P “GET”, “Placanje struje”, Placanje struje (Placanje OR struje)

P m_operatorld: 3454534534534, m_companyName: *Tvornica
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Kibana korisni €ko su €elje @o0. hroug

godidnja konferencij

Discover Visualize Dashboard Settings Last 15 minutes &

&

[events YYYY.MM.DD AT hits
September 22nd 2015, 12:26:18.070 - September 22nd 2015, 12:41:18.070

Selected Fields

_source
) o 10
Fields a =
-]
v L,
_id S
_index 0 — [ | [ |
2:31:.00 2:32.00 2:33:.00 12:34:00 2:3500 0 12: ) 12:40:00 12:41:00
_type )
m_startTime per 30 seconds
m_action
A
m_browserFamily
Time « _source

m_card
m_companyName v September 22nd 2015, 12:41:06.385 p sessjonld: 3AEF9D65-8AAE-1085-5626-F440BADCSCIE m_startTime: September 22nd 2015, 12:41:06.385 m_endTime: September 22nd 2015, 12:41:06.558

m_duration: 173 m_operatorName: ALAN P0JSKI m_companyName: HRVATSKA PROFESIONALNA GOLF ASOCTIJACIJA m_dp: 127.0.0.1 m_webSessionId: T3RSgaGonF30LP8v77k

m_duratfﬂn n-uk m_userAgent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOWG4; Trident/7.0; SLCC2; .NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLR 3.0.307
m_endTime 29; Media Center PC 6.0; .NET4.0C; .NET4.0E; InfoPath.3) m _browserFamily: Internet Explorer m_url: /PhzCometWeb/whitelist/whitelistOrders.html

m_ip m referringllrl: hitn://Tocalhost 9082 /Phat ometiWeh /nreferences fchanoePreferences . html m method: GET m menu: UC-12-01 m location: 45.81.15.98

m_java

B v September 22nd 2015, 12:41:05.042 o cecsionld: 3AEFOD65-BAAE-1085-562B-F440B4DCSCIE m startTime: September 22nd 2015, 12:41:05.042 m_endTime: September 22nd 2015, 12:41:05.213

- m_duration: 171 m_operatorName: ALAN ?0J5KI m_companyName: HRVATSKA PROFESIONALNA GOLF ASOCIJACIJA m_dp: 127.0.0.1 m_webSessionId: T3RSgaGonF30LP8v77k
e n-uk m_userAgent: Mozilla/4.0 (compatible; M5SIE 7.0; Windows NT 6.1; WOWG4; Trident/7.0; 5LCC2; .NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLR 3.0.307
e 29; Media Center PC 6.0; .NET4.0C; .NET4.0E; InfoPath.3) m browserFamily: Internet Explorer m_url: /PhzCometWeb/preferences/changePreferences.html
m_operatorName m referringllrl: httn://Tocalhost 9082 /Phat ometieh Aunafusiness fnawkunaPavmentirder. htm]l m method: GET m menu: UC-02-01 m location: 45,81 15,68

m_referringUrl
v September 22nd 2015, 12:41:04.994 o ceccionld: 3AEFOD6S-SAAE-1085-562B-F440B4DCOCIE m startTime: September 22nd 2015, 12:41:04.994 m endTime: September 22nd 2015, 12:41:04.994

m_5955|[.m|d m_operatorName: ALAN 70]5KI m_companyName: HRVATSKA PROFESIONALMA GOLF ASOCIJACIJA m_ip: 127.0.0.1 m_webSessionId: T3RSgaGonF301P8v77kn-uk

m_startfime m_userAgent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/7.0; SLCC2; .NET CLR 2.0.50727; .NET CLR 3.5.3072%; .NET CLR 3.0.30723; M
m_url edia Center PC 6.0; .NET4.0C; .NET4.0E; InfoPath.3) m_browserFamily: Internet Explorer m_url: /PbzCometWeb/foreignBusiness/newFXNational.html
m_userAgent m referrinallrl: httn:/ ocalhost =8082 /Phai ometieh AdaunaBusiness mewkunaPavmentOrder  html m method: GET m menu: 0=02-01 m location: 45.81.15.98

m_webSessionld
[ Camtambkar 77nd ML 12041002 RAR . - = e e e i ——— - c— - . . _—— o mmem B R — - . " -
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of m_operatorid

Kibana dashboard

Dashboard

Settings

@o0. hroug

godidnja konferencij
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Browser family

{PbzCometieb/hunaBusiness/ord

bikunaBusiness/iu

{PbzCometiVle

‘ e T E S —

IFPozCometWeb/bulkOrders/nawB.

&S x

Legend ©
@ Internet Explorer
® Chrome
@ Mozilla/4.0 (compatibl...
@ Mozilla/5 .0 (Windows; .
@ Mozilla/5.0 (Windows ..
@ Mozilla/s 0 (X11; Linu_..
@ Mozilla/5.0 (Windows _..

& X
Legend ©
@ Average m_duration
@ Max m_duration
@ Min m_duration

IPbzCometiVebipreferencealchan
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Kibana mapa

@o0. hroug

godidnja konferencij
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Audit doga daja @0 hroug

pracenje dogadaja u aplikaciji (web, mobile)

Java servlet filteri, SOAP interceptori, java interceptori
thread local varijable

asinkroni zapis podataka

komunikacija sa Elasticsearch-om:

P REST

B zapisi ulog, Logstash =» Elasticsearch

@ mogucnosti:

P pretrazivanje zbog forenzike, sigurnosti, integracija sa helpdeskom
P prikaz statistika i grafova o aplikaciji ili grupi korisnika/klijenata

P podatci za poslovnu stranu, marketing ...
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Jedinstveni broj korisnika 20. hroug

godidnja konferencij

GET events*/_search?search_type=count

" aggs n : {
"user_count" : {
"cardinality" : {
"field" : "m operatorId"
Unique count of users #F X
3 Legend ©
@ Unique countofm_op_..
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Tipovi preglednika

GET events*/_search?search_type=count

{
"aggs": {
"browser": {
"terms": {

"field": "m_browserFamily",

"size": 5,
"order": {
" count": "desc"

}
¥
"aggs": {
"user_agent": {
"terms": {

"field": "m_userAgent",

"size": 5,
"order": {
" _count": "desc"

Browser family

27

20, hrouqg

godidnja konferencij

# X

Legend &
@ Internet Explarer
& Chrome
@ Mozilla/4.0 (compatibl. ..
® Mozilla/ .0 (Windows; ...
@ Mozilla/5.0 (Windows _..
@ Mozilla/s.0 (X11; Linu...
® Mozilla/s.0 (Windows ..
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Funkcionalnosti u aplikaciji 20 hroug

godidnja konferencij

GET events*/_search?search_type=count

{
llaggsll: {
"url_stats": {
te;TZId{ - URL response time's F x
"size": 10,_ 0k Legend ©
order": { ® Average m_duration
"avg_duration": "desc" .
} 15k ® Max m_duration
}, ® Min m_duration
"aggs”: { 10K
"avg_duration": {
llavgll: {
"field": "m_duration" *
) .
1, ; .
"max_dur‘a‘;ion": { g E E E E‘
"max" :
o .
"field": "m_duration" g g g % 2
i
¥ 2 5 B 3 g
}s 2 v g g g
"min_duration": { 5 3 : E 2
"min": { : jg 3 - g
"field": "m_duration” % g § % %
} Q 3 E a Q
) 3 : ; ; ;
} = b i i &
} Top5m_url
¥ A
¥
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Entity / event indeksi

Usual stream of events

SB8E8E

Veccccccsccccccccccsccaas?

Periodic extracts sorted by
entity ID and time

[IIL) LY L)

--------------------------------------------------------------

Entity-based summary indexes

yeceeccccccccccccccccccna,
----------------'

-----------------------------------------------------------------
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Alarmi (Watcher plugin) @o. hroug

@ Alarmi i notifikacije (aktivacija, upit, uvjeti, akcije)

@ aktivacija:
B vremenska ili u intervalima
® cronizrazi
upit definira izvor podataka (jednostavni upiti — konstanta, ES query, http web servis-JSON)
uvjeti (uvijek, nikada, usporedba ili skripte (default Groovy) )
@ akcije
P logging (samo za testne uvijete)
P mail notifikacije(mogucénosti prilaganja rezultata)
P webhook, htttp request
4

upis u ES-a
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Alarmi (Watcher plugin) primjer

20. hroug

godidnja konferencij

PUT / watcher/watch/url duration_status

{
"trigger": {
"schedule": {
"interval”: "5m"
}
s
"input": {
"search": {
"request”: {
"indices": [
"<events-{now/d}>"
15
"body": {
"fields": [
"m_url",
"m_duration”
1,
"query": {
"filtered": {
"query": {
"range": {

"m_duration": {
"gte": 10000

}
}
¥
"filter": {
"range": {

"condition": {
"compare": {
"ctx.payload.hits.total": {
"gt": ©
}
}
¥
"actions": {
"email_admin": {
"email": {
"to": “es_alert@pbz.hr",
"subject": "{{ctx.watch_id}} executed",
"body": "{{ctx.watch_id}} executed with
{{ctx.payload.hits.total}} hits.",
"attach_data": true

}
}
}
}

fields:
m_url:
- "IPbzCometWeb/foreignBusiness/newFXNational.html"
m_duration:
- 10045

"m_endTime": {
"from": "now-10m"

}

}
} 31

1
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@o. hroug

godidnja k

Q&A
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